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Much of t h e  G e n e r a l  A c c o u n t i n g  O f f i c e ' s  f i n a n c i a l  
a u d i t  work i n v o l v e s  e v a l u a t i n g  o u t p u t  f rom complex  
a u t o l a s t e d  a c c o u n t i n g  s y s t e m s .  T h e s e  s y s t e m s  p r e s e n t  
new d i f f i c u l t i e s  in j u d g i n g  t h e  f a i r n e s s  of f i n a n c i a l  

I .  
, I  
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m m e n t s .  
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T h i s  g u i d e  p r e s e n t s  a set  of  d e t a i l e d  e r o c e d u r e s  t o  
h e l p  t h e  a u d i t o r  q u i c k l y  e v a l u a t e  i n t e r n a l  c o n t r o l s  i n  
compute r  sys tens  t h a t  p r o d u c e  f i n a n c i a l  s t a t e m e n t  i n -  
f c r m a t i o n .  T h i s  e v a l u a t i o n  h e l p s  t h e  a u d i t o r  d e t e r m i n e  
(1) t h e  d e g r e e  and  t y n e  cf r i s k s  r u n  i n  r e l y i n g  o n .  
compute r -p roduced  f i n a n c i a l  i n f o r m a t i o n  a n 3  ( 2 )  what  
a d t i i t i o n a l  a u d i t  t e s t s  a r e  n e e d e d  t o  m i n i m i z e  s u c h  r i sks .  

/. S i n c e  d a t a  p r o c e s s i n g  is a c o n t i n u o u s l y  d e v e l o p i n q  
a r e a ,  we a n t i c i p a t e  t h a t  t h i s  q u i d e  w i l l  be r e v i s e d .  
S u g g e s t i o n s  a r e  welcome, a n d  s h o u l d  be z d d r e s s e d  t o  t h e  . 
D i r e c t o r ,  F i n a n c i a l  and  G e n e r a l  :Isnagement S t u d i e s  
D i v i s i o n ,  U . S .  G e n e r a l  A c c o u n t i n g  O f f i c e ,  W a s h i n g t o n ,  D.C .  
20548.  
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INTRODUCTION 

When doing audits to express an opinion on financial 

statements, GAO auditors frequently use computer-generated 

information maintained in computer files or appearing in 

agency reports. However, the auditors must make sure such 

information is accurate and reliable (consistent with its 
- 

I intended use) before rendering an opinion on the statements. 

GAO AUDIT POLICY 

In discussing automatic data processing (ADP), the 

Comprehensive Audit Manual (CAM) (part I, ch. 11) places the 

responsibility for determining the extent of reliability 

assessment squarely on the auditor: 

--"When ADP is an important integral part of agency 
operations which we are auditing, our work should 
include an appropriate examination of the function- 
ing of the ADP system. Further, if computer pro-  
ducts or output are to be used in a report or in 
support of a finding, we should make an appropriate 
examination to provide reasonable assurance that 
the information is reliable, consistent with its 
intended use ." 

* * *  

--"In determining the extent of examination, the 
auditor should consider the importance of the 
computer processed information in relation to the 
point being developed, and the degree of risk in 
using information that may contain inaccuracies." 

* * *  

--"On each assignment, the auditor must determine 
whether there would be a serifous adverse effect 
on the accomplishment of our audit and reporting 
objectives if the information being used were 
incomplete or inaccurate in any material respect." 

* * *  
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--"The auditor is responsible for performing 
[ sufficient evaluation work to provide reasonable 

assurance that information, whether processed 
by computer or otherwise, is relevant, accurate, 
and complete." 

ADP audits require the auditor to apply the same 

policies and objectives used in examining any other agency 

program or activity. Auditing objectives remain the same 

whether ADP is employed or not. However, auditing proce- 

dures required to accomplish these objectives nay be 

changed by the method of data processing used and may 

require the auditor to employ specialized ADP expertise. 

PURPOSE OF THIS GUIDE 

This guide presents an audit approach for evaluating 

controls over computer systems and for assessing the relia- 

bility of financial information Frocessed by these systems. 

These guidelines should help the auditor 

--assess the degree and type of risks run in 

relying on computer-processed financial 

information, 

--determine what additional audit tests are 

needed to minimize risks disclosed, and 

--suggest improvements in agency controls 

over computer processing. 

This guide is designed primarily for GAO audits expressing 

an opinion on financial statements. (A separate "Audit G u i d e  
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for Assessing Reliability of Computer Output" was developed 

for use on program results, efficiency and economy, and 

compliance audits.. ) 

RISK OF USING COMPUTER 
PRODUCTS 

Obviously, products of any information system, whether 

computerized or not, can be inaccurate or incomplete. How- 

ever, computer-based products are special in that (1) they 

are deceptively neat (suggesting-accuracy), ( 2 )  they do not 

show alterations made to data in the computer files, ( 3 )  

their reliability is affected by data processing controls 

which are seldom consistently used in agency systems, and 

( 4 )  they are part of a field where continuous changes in 

equipment and techniques hinder long-term credibility of a 

system. 

Assessing controls over computer processing will help 

quantify the risks in using products from computerized 

information systems. The fewer the controls, of course, the 

greater the risk of using inaccurate information. The 

reliability assessment, however, helps determine only the 

potential for error; the dollar value or number of errors 

must still be determined through .regular audit tests. * 

AUDIT APPRgACH 

This guide should be used when there has been no pre- 

vious reliability assessment of an agency's computerized 

financial information system and the auditor determines that 
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computer-processed data will affect a financial statement 

opinion. To see if an assessment has been made, the auditor 

should contact the appropriate technical assistance staff, 

\ 

review the permanent working paper files, and contact the 

agency's internal audit organization. If an assessment has 

been done, an update may be all that is required unless there 

has been a major system change. 

Sections I through VI of this guide describe the steps 

necessary in determining 

--what financial information is computer processed, 

--the impact of computer-processed information on 

the financial statements, and 

--whether the agency's controls insure that 

financial data is not added to, lost, or  improperly 

manipulated. 

Section VI1 includes an outline of a memorandum that should 

be prepared after completing the reliability assessment. 

HOW TO USE THIS GUIDE 

- This guide is arranged in sections, or modules, each of 

which includes a brief explanation of the reasons for 

completing the detailed work steps that'follow it. This 

arrangement permits the audit staff to complete the work 

steps in one module before moving to the next or to d o  work 

steps from several modules simultaneously. 

The audit staff conducting the review should gather 

information for secti,ons I through VI, assess the reliability 
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of t h e  computer -orocessed  d a t a  and t h e  deqree of r i s k  i n  

u s i n g  i t ,  and prenare a summary memorandum on t h e  results 

o f  t h e  a s s e s s m e n t ,  as  o u t l i n e d  i n  s e c t i o n  VII. To h e l p  t h e  

i n e x p e r i e n c e d  a u d i t o r ,  a g l o s s a r y  of computer terms i s  

i n c l u d e d  a s  append ix  11, and a b i b l i o g r a p h y  is i n c l u d e d  as  

append ix  111. I f ,  however ,  c e r t a i n  s e c t i o n s  c a n n o t  be 

comple ted  by t h e  resu lar  a u d i t  s t a f f  b e c a u s e  of t e c h n i c a l  

complexities,  t e c h n i c a l  a s s i s t a n c e  s h o u l d  be o b t a i n e d .  

Work i n g  Papers -- - 
GAO p o l i c y  for  document ins  r e l i a b i l i t y  a s s e s s m e n t s  is 

s ta ted  i n  t h e  Comprehensive A u d i t  Manual ( p a r t  I ,  c h .  11): 

"Work performed and t h e  a u d i t o r ' s  c o n c l u s i o n s  
about t h e  f u n . c t i o n i n g  of t h e  ADP svs t em and t h e  
r e l i a b i l i t y  of computer Drocessed  d a t a  i n c l u d e d  
i n  a GAO r e n o r t  o r  used i n  s u p p o r t  o f  f i n d i n q s ,  
c o n c l u s i o n s ,  and reconmendat ions  s h o u l d  be 
r e c o r d e d  i n  t h e  working p a p e r s  i n  a c c o r d a n c e  w i t h  
t h e  s t a n d a r d s  orescribed i n  CAM I ,  c h a n t e r  19.  
When work is performed by u s e  o f  comnute r i zed  
t e c h n i u u e s  i n c l u d i n q  d a t a  p r o c e s s i n s  and 
s t a t i s t i c a l  n rograms,  t h e  step-by-steD D r o c e s s  
s h o u l d  be s u f f i c i e n t l y  documented t o  permit t h e  
p r o c e s s  t o  be repeated." 

The working papers should be 

- - s e l f - c o n t s i n e d  , 

--prepared, indexed ,  and  rev iewed t h e  same way 

a s  r e g u l a r  a u d i t  working p a o e r s ,  

--made p a r t  of t h e  Permanent  f i l e  on t h e  

agency ,  and 

--updated d u r i n q  each c y c l i c a l  a u d i t .  
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Q u e s t i o n n a i r e s  -----.--- 

Q u e s t i o n n a i r e s  i n  t h i s  g u i d e  were develoDed t o  h e l D  

t h e  a u d i t o r  g a t h e r  needed i n f o r m a t i o n .  The uues t ions  s h o u l d  

be s e l f - e x p l a n a t o r y ,  however,  i f  c l a r i f i c a t i o n s  a r e  r e w i r e d ,  

t e c h n i c a l  a s s i s t a n c e  s h o u l d  be o b t a i n e d .  

Agency r e s p o n s e s  t o  t h e  a u e s t i o n n a i r e s  w i l l  f r e o u e n t l y  

be ' 'yes" ' o r  "no , "  t h e  l a t t e r  i n d i c a t i n g  c o n t r o l  de f i c i enc ie s .  

A l l  r e s p o n s e s  s h o u l d  be indexed  t o  s m r o p r i a t e  s u p n o r t i n u  

documents  or records of i n t e r v i e w s .  Where d i f f e r e n t  aqency 

o f f i c i a l s  are asked s imi la r  u u e s t i o n s ,  t h e  resDonses  s h o u l d  

be checked f o r  c o n s i s t e n c y .  Reasons f o r  c o n f l i c t i n s  r e sDonses  

s h o u l d  be f u l l y  examined  and documented. 

P r o f i l e s  ----- 
I n  a d d i t i o n  t o  t h e  u u e s t i o n n a i r e s ,  s e v e r a l  p r o f i l e s  

( e x h i b i t s  4 ,  1 3 ,  and 2 1 )  are  i n c l u d e d  i n  t h e  q u i d e  t o  h e l r ,  t h e  

aud i to r  measure  r i s k  (low, nedium,  or h i g h )  a s  r e l a t e d  t o  t h e  

p r e s e n c e  or a b s e n c e  o f  c o n t r o l s  i n  t h e  comDuter-based f i n a n c i a l  

i n f o r m a t i o n  sys t em.  Althouqh t h e  a u d i t o r  decides w h i c h  r isk 

c a t e g o r y  a p p l i e s ,  t h e  p r o f i l e s  p r o v i d e  s t a n d g r d  sets o f  c r i -  

t e r i a  which s h o u l d  lead  t o  more uni form d e c i s i o n s .  ADpendix I 

i n c l u d e s  i n s t r u c t i o n s  f o r  u s i n q  p ro f i l e s  and a s s e s s i n s  r i s k .  

Summary Memorendum -.. ---- ---- ------- 
A f t e r  c o m p l e t i n g  t h e  assessment, t h e  a u d i t o r .  s h o u l d  

prepare a memorandum summarizinq t h e  work pe r fo rmed  and  t h e  

r e a s o n i n g  beh ind  c o n c l u s i o n s  drawn.  S e c t i o n  VI1 i n c l u d e s  

a n  o u t l i n e  of , t h e  summary menorandurn. 
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SECTION I 

IDENTIFYING COMPUTERIZED FINANCIAL APPLICATIONS 

INTRODUCTION 

Generally speaking, a computerized "financial appli- 

cation" is a set of computer programs designed to process 

data for such purposes as payroll, accounts payable, and 

inventory. These applications usually produce the account 

balance that appears on the financial statements. 

This section of the guide is designed to help the auditor 

--identify financial information processed by 

the computer, 

--identify computer applications that have a 

major impact on the financial statements, and 

--determine which financial applications should 

be reviewed in detail. 

AUDIT APPROACH 

1. Complete exhibit I, Overview - Financial Applications. 
In this connection, the auditor should review 

prior year workpapers and the current chart of 

accounts to get an overview of the agency's entire 

accounting system. 
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E X H I B I T  1 E X H I B I T  1 
OVERVIEW - FINANCIAL APPLICATIONS 

Wor kpaper 
Index - 1. Determine whether the general ledger is 

computerized. If computerized, attach a 
record layout. 

following information: 
2. Prepare a working paper schedule containing the 

Agency’s Name of Describe What Estimated Annual 
System Computer the Computer Number of Dollar 
Number Application Application Does Transactions Amount 

Dollar Total List Sources for 
Acc o un t Ac c oun t From Working Each Working Trial 
Number(s1 Name(s) Trial Balance Balance Figure 

Identify the 
Major Users 
of Computer 

Products Comments 

3. If any accounting or financial information is 
processed by an outside service bureau, prepare 
a working paper schedule containing the following 
information: 

Describe 
What the 

Accounting Computer Name of Estimated Annual 
Applications Application Service Type of Number of Dollar 

Processed Does Bureau Processing Transactions Amount 

Dollar Total Identify the Major 
Account Account From Working Users of Computer 

Number (s ) Name ( s 1 Trial Balance Products 

4. After completing this Overview - Financial 
-Applications, the auditor should state 
specific reasons for selecting particular 
financial applications for further 
reliability assessment analysis. 
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TOP MANAGEMENT INVOLVEMENT WITH - 
AUTOMATIC DATA PROCESSING FUNCTIONS 

--------- 

INTRODUCTION --- 
. -  Management n e e d s  t i m e l y ,  a c c u r a t e ,  and c o m p l e t e  informa-  

t i o n  t o  a c h i e v e  p l a n n e d  r e s u l t s .  Top management involvement  

i n  d a t a  p r o c e s s i n g  a c t i v i t i e s  v i a  a n  i n t e r n a l  a u d i t  o r g a n i -  
. 

z a t i o n  and a n  ADP s t e e r i n g  committee, h e l p s  i n s u r e  t h a t  con- 

p u t e r - p r o c e s s e d  i n f o r m a t i o n  used  i n  d e c i s i o n m a k i n g  is r e l i a b l e ,  

h e l p s  management a c h i e v e  i t s  o b j e c t i v e s ,  and  h e l p s  a s s u r e  t h e  

a u d i t o r  t h a t  he / she  c a n  r e l y  o n  t h e  computer s y s t e m ' s  o u t p u t .  

T h i s  s e c t i o n  w i l l  help t h e  a u d i t o r  d e t e r m i n e  t h e  e x t e n t  

of i n t e r n a l  a u d i t  g r o u p  involvement  i n  da t a  p r o c e s s i n g ,  and 

t h e  e f f e c t i v e n e s s  o f  t h e  ADP s t e e r i n g  committee. 

INTERNAL AUDIT 
-I__ 

If i n t e r n a l  a u d i t  g r o u p s  r e v i e w  and e v a l u a t e  a l l  a s p e c t s  

of agency  o p e r a t i o n s  , t h e y  c a n  p r o m p t l y  and  o b j e c t i v e l y  e v a l -  

u a t e  agency  ADP p o l i c i e s  and p r o c e d u r e s  and he lp  management 

a c h i e v e  program o b j e c t i v e s .  To d o  t h i s ,  however ,  t h e s e  

g r o u p s  have  t o  keep pace w i t h  c o n t i n u a l  computer t e c h n o l o g i c a l  

advances .  

A u d i t  Approach 

1. Complete e x h i b i t  2, I n t e r n a l  A u d i t  Q u e s t i o n n a i r e .  

2. O b t a i n  and r e v i e w  i n t e r n a l  a u d i t  repor t s  o n  d a t a  , 

p r o c e s s i n g  a c t i v i t i e s .  
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3.  Complete t h e  i n t e r n a l  a u d i t  . s e c t i o n  o f  t h e  Top 

Management Involvement  P r o f i l e  i n  e x h i b i t  4 .  I f  

i n t e r n a l  a u d i t  h a s  n o t  made any  ADP reviews, 

c o n s i d e r  d e v e l o p i n g  a n  a p p r o p r i a t e  recommendat ion.  

ADP STEERING COMMITTEE - --- 
A s t e e r i n g  committee i s  n o r m a l l y  chaired by  a r e p r e s e n t a -  

t i v e  o f  t o p  management and i n c l u d e s  s e n i o r  management o f f i -  

c i a l s  of t h e  d a t a  p r o c e s s i n g  d e p a r t m e n t  and r e p r e s e n t a t i v e s  

f rom d e p a r t m e n t s  t h a t  depend on  computer processed informa- 

t i o n .  An ADP s t e e r i n g  committee u s u a l l y  

- -approves agencywide p o l i c i e s  f o r  d a t a  p r o c e s s i n g  

s y s t e m s ,  

--approves s h o r t  and l o n g  r a n g e  p l a n s  t o  d e v e l o p  

and  implement new computer  s y s t e m s ,  

- - e v a l u a t e s  t h e  need for  new computer  equ ipmen t ,  a n d  

- - i n s u r e s  t h a t  new computer  equipment  i s  acquired 

e x p e d i t i o u s l y  . 
-- Aud it  Approach 

1. Complete e x h i b i t  3, ADP S t e e r i n g  Committee Ques-  

t i o n n a i r  e. 

2. Review committee m i n u t e s  and r e p o r t s .  

3. Complete t h e  ADP s t e e r i n g  commit tee  s e c t i o n  of  

the Top Management Involvement  P r o f i l e  i n  e x h i b i t  4 .  
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EXHIBIT 2 

*INTERNAL AUDIT QUESTIONNAIRE ------ --- 

ADP Involvement: 

1. Is the agency's ADP-related internal 
audit function documented? (If so, 
obtain copy f o r  permanent file.) 

2 .  Has internal audit periodically 
reviewed the ADP function? 

------ 

3 .  Has internal audit developed an audit 
plan which includes ADP reviews? 

4 .  Does internal audit have an ADP team 
within its staff? 

Qstems Design: 

5.  Does internal audit participate with 
data processing personnel in designing 
the agency's AIjP systems? 

6 .  Does internal audit review testing and 
debugging procedures for changes to 
AD? programs and systems? 

- Review - Capability: 

7. Does internal audit conduct reviews 
of agency financial and management 
information systems? 

8 .  Does internal audit review ADP security 
controls and privacy act standards? 

EXHIBIT 2 

Ye s - No -- 

9. Does internal audit verify the informa- 
tion on ADP reports against related 
source documents? 

10. Does internal audit use test decks to 
ensure the reliability of operating 
programs? 

11 



EXHIBIT 2 EXHIBIT 2 

11. Are automated data retrieval and analysis 
packages or specially written computer 

. programs used for data retrieval? 

12. Are test decks and/or audit retrieval 
programs stored under internal audit 
control? --- ---- 

13. Does internal audit supervise the run- 
ning of test decks and/or audit 
retrieval programs? 

14. Does internal audit maintain copies of 
the agency's systems documentation and 
ADP standards? 

----- --- 

-- ----- 
15. Are the control copies of  operating 

c.omputer programs compared, at least 
annually, with the operating programs 
used in production runs? 

Reporting requirements: -I- 

16. Does internal audit maintain copies 
of memoranda and reports of all ADP 
review efforts? 

17. Provide titles and workpaper indices 
for pertinent memoranda and reports 
gathered concerning previous ADP audit 
efforts . 

-7 -------------------I_I----- 

NOTES 

a .  

b. 

Explain any "NO" answers on a separate workpaper. Note 
alternate control procedures. 

After gathering all information required by this 
questionnaire, complete the Internal Audit portion of the 
Top Management Involvement Profile, exhibit 4 .  

12 



EXHIBIT 3 EXHIBIT 3 

ADP STEERING COMMITTEE QUESTIONNAIRE - ------- 
Yes -- No -- 

Top - Management --- Involvement . 

1. Does the agency have an ADP Steering 
Committee? (Attach a copy of the 
committee's organization chart.) 

2 .  Does the ADP Steering Committee have 
prescribed, documented responsibilities? 
{Attach a copy of the committee's 
charter . ) 

3 .  Does a top management representative 
chair the committee? 

4 .  Are major users of computer-processed 
information represented on the committee? --- 

Steerinq Committee Responsibilities: ---- - ------ 
5 .  Does the ADP Steering Committee inter- 

face with the agency's other ADP groups 
when developing ADP policies and plans? ---- 

6. Does the Steering Committee: 

--Approve agency policies for ADP? 
-I_- 

--Approve short- and long-range plans 
for developing and implementing new 
systems? --- 

--Evaluate the needs for new computer 
equipment and help make sure it is 
acquired expeditiously? 

--Evaluate the need for ADP service 
center processing? 

--Assign agency resources to accomp- 
lish ADP policies and plans? 

--Consider user priorities? 

13 



EXHIBIT 3 EXHIBIT 3 

Reporting - requirements - - 
7. Provide title and workpaper indices for 

pertinent ADP Steering Committee minutes, 
staff reports, and memorandums gathered. 

NOTES --- 
a. Explain any "No" answers on a separate workpaper. Note 

alternate control procedures. 

b. After gathering all information required-by this 
questionnaire, complete the ADP Steering Committee portion 
of the Top Management Involvement Profile, exhibit 4. 
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EXHIBIT 4 

TOP MANAGEMENT INVOLVEMENT PROFILE - --- 
EXHIBIT 4 

Date: - Agency : Preparer : 

Job Code: Reviewer: Date: - 
You must use judgment in completing this profile. 

Based on the questionnaire responses relating to the 
following control characteristics, how much risk (low, 
medium, high) do you believe is involved in relying on the 
agency's computer-processed data? Refer to appendix I for 
more information on assessing risk. 

Level 

CONTROL control control cont r 01 control tial 
CHARACTERISTIC in place? effective? in place? effective? risk 

. Is some Is the of 
Is the Is the alternate alternate poten- 

INTERNAL AUDIT: 
(a) ADP 
------ 

involvement 

(b) Systems 
design 

(c) Review 
capability 

( a )  Reporting 
requirements 

ADP STEERING 
COMMITTEE: 

( a )  Top manage- 
ment 
involvement 

(b) Steering 
Comm it tee 
tesponsi- 
bilities 

(c) Reporting 
requirements 



E X H I B I T  4 EXEIBIT 4 

Briefly.describe your justification for assigning the 
various risk levels for each control characteristic no ted  on 
the previous page. This information should be used in 
preparing the Summary Memorandum on Results of Reliability 
Assessment. 

. Brief - Recommendation for 
Control description of further 

risk justification audit work --- -- characteristic I - 
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SECTION I11 

BACKGROUND INFORMATION ON ADP DEPARTMENT 

INTRODUCTION 

An ADP department. should meet the -needs of its users. 

The computer center must be equipped to handle its workload. 

This section helps the auditor gather background informa- 

tion needed to understand 

--how the agency's ADP department is organized to meet 

financial information needs, 

--how the agency's computer system is configured, and 

--how much the computer services are costing the agency. 

Even though this information is not directly related to 

assessing data reliability, it gives the auditor a good over- 

view of agency operations. 

AUDIT APPROACH 

1. Complete exhibit 5, Background Questionnaire. 

Appropriate agency personnel may complete the 

questionnaire to save time; however, the auditor 

should verify the information's accuracy and 

completeness. Some agencies use more than one 

computer system or contractor to process financial 

information. If so, prepare exhibit 5 for each 

1 7  



system or contractor. After completing the ques- 

tionnaire, t h i s  background information should be 

placed in a permanent working-paper file. 

18 



EXHIBIT 5 EXHIBIT 5 

BACKGROUND QUESTIONNAIRE --------- 
ADP Orqanizational - Structure -- - 

Horkpaper 
index -- 

1. Obtain: 

Agency organization chart 

ADP department and/or computer 
center organization chart . 

2. Identify key officials in ADP department. 

Section and and telephone Major duties 
section head number 

Location 

and responsibilities ---- --- ------ ---- 

3. If the agency's ADP personnel duties are 
documented, obtain copies. -- 

19 



EXHIBIT 5 EXHIBIT 5 

ADP De.partment Staffinq 

Number Names of section 
Authorized Assigned supervisor 

ADP general management 

Systems analysts 

Applications programers 

-- Systems programers 

Other technical support 

Computer operator s 

Data entry operators 

Control clerks 

Scheduler s 

Librarians 

Secretarial/clerical 

Other 

Totals 

Anticipated staffing additions and 
deletions during the next 2 years: 

20 



EXHIBIT 5 

- Computer Hardware System _I 

EXHIBIT 5 

- ------I_------- 

CPU manufacturer 

-------- In t e rna l  s torage  capaci ty  

----I_-- 

Direct  access  s torage  capac i ty  

------------------- Console typewriter model number 

-- Peripheral  Devices: 

Magnetic tape dr ives :  

density - -- t r a c k ,  

- t rack ,  - d e n s i t y  

-- t r ack ,  - dens i ty  

Magnetic d i s k  dr ives:  

Number of Devices ---- 

--------- s e r i e s  o r  model no. 
7 

------- -- s e r i e s  or  model no. 

s e r i e s  o r  model no. - 
Magnetic drum u n i t s  

Other mass s torage  u n i t s  ( s p e c i f i c  type)---- 

Card readers  

Card punches 

Card .reader/punches 
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EXHIBIT 5 EXHIBIT 5 

Line  p r i n t e r s  

( L i n e s  per minute  ----- - 1 

O n l i n e  t e r m i n a l s  

Remote b a t c h  t e r m i n a l s  

Communications c o n t r o l l e r s  

O p t i c a l  s c a n n e r s  

M I C R  r e a d e r s  

Mark s e n s e  r e a d e r s  

Key-to-tape u n i t s  

Key-to-disk  u n i t s  

Key p u n c h / v e r i f y  

Card s o r t e r s  

Card c o l l a t o r s  

Card a c c o u n t i n s  machines  

22 



E X H I B I T  5 E X H I B I T  5 

Compu ter  So f twa r e and U t  i-1 i z a t i on 
7 --- 

F a c i l i t y  s o f t w a r e  

Opera t ing  system: Name -- 
------ ---- Vers ion  

Release number - 
O p e r a t i o n a l  e f f i c i e n c y  s o f t w a r e  

------ (ASP, HASP, e t c . )  

Data base /da ta  communications . 

S p e c i a l i z e d  s o f t w a r e  des igned  by 

s o f t w a r e :  (CICS, TOTAL, e t c . )  -- ----- 

i n s t a l l a t i o n  (descr ibe)  

Svstem u t i l i z a t i o n  

Number o f  scheduled  8-hour s h i f t s  per day 

Number o f  s c h e d u l e d  days  p e r  w e e k  

Average number of  jobs p e r  day -- -- 

T o t a l  hours  s c h e d u l e d  f o r  p a s t  3 months ---- 
Actua l  h o u r s  f o r  p a s t  3 months: 

P roduc t ion  
T e s t i n g  
Rerun 
Maintenance 
I d l e  
Other  

T o t a l  

E x p l a i n  how ac tua l  

ac tua l  -- - 
h o u r s  were d e r i v e d .  - 

- - 
Multiprograming f a c t o r  ( a v e r a g e  number 

o f  programs running  c o n c u r r e n t l y )  

23 



EXHISIT 5 EXHIBIT 5 

ADP costs 

Wor kpaper 
index 

Total budgeted ADP costs 
Last fiscal year 
Current fiscal year 
Next fiscal year 

ADP costs for most recently ended 
fiscal yeas (FY 1 :  

Budgeted Actual 
c o s t s  costs 

Cost of rented equipment: 
CPUS 
All other 

Cost of purchased equipment: 
CPUS 
All other 

Hardware maintenance 

Personnel: 
ADP general management 
Data entry 
Computer operations 
Systems design 
Applications programing 
Technical support 
Library/control, etc. 
Clerical and administrative 

S upp 1 i e s (cards, printer 

Contracts: 
Data conversion 
Other services 

Facility costs: 
Space 
Utilities 

etc.) 

I 
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EXHIBIT 5 EXHIBIT 5 

Budgeted Actua l  
c o s t s  c o s t s  

O t h e r  annua l  c o s t s  ( s p e c i f y )  

Total ADP costs  

25 



SECTION IV 

USER SATISFACTION WITH COMPUTER-PROCESSED PRODUCTS 

INTRODUCTION 

A computer-processed product should help the user 

make better decisions or increase his productivity. Users 

are important sources of information regarding data reliabil- 

ity because they are directly -affected by data errors on 

reports and may be able to pinpoint specific errors. 

This section is designed to get users' comments about 

the usefulness of computer-processed reports. 

AUDIT APPROACH 

1. Refer to exhibit 1, Overview - Financial Applica- 
tions: select major users best able to judge 

reliability of the computer-processed data and 

prepare exhibit 6 ,  Overview - Principal Users. 
2. Distribute exhibit 7 ,  User Satisfaction Question- 

naire - Computer-Processed Products, to major users 
for completion. 

The auditor should confirm a sample of these question- 

naire responses by personal interview. This followup 

in-terview is especially important in getting ebidence about 

data reliability problems mentioned by users. The auditor 

should determine 

--what causes data reliability problems, 

26 



- .  . . .  

--how f r e q u e n t l y  t h e s e  problems a r e  o b s e r v e d ,  

--whether t h e  u s e r  c a n  e x p l a i n  t h e  r e a s o n s  fo r  

t h e s e  problems,  

--whether s t u d i e s  have  been made to i d e n t i f y  

t h e  c a u s e s  of t h e s e  problems,  and 

--whether t h e  user  r e l i e s  o n  manual r e c o r d s  

i n s t e a d  of computerized r e p o r t s .  

2 7  



EXHIBIT 6 EXHIBIT 6 

1. 

2. 

OVERVIEW - PRINCIPAL USERS 
Wor kpaper 

Index - 

Obtain a copy of the ADP department's product 
distribution list. This list should identify 
the specific users of computer-processed 
information. 

Use the following working paper headings 
and prepare a summary schedule from the 
responses recorded on each USER SATIS- 
FACTION QUESTIONNAIRE--COMPUTER-PROCESSED 
PRODUCTS. 

Wor kpaper Index to Computer User ' s 
USER SATISFACTION Product Name of Principal 
QUESTIONNAIRE Number User Function 

Purpose of 
Product 

Briefly Describe Problems Relating 
to Each Product and Its Impact 

The information on this schedule should help the 
auditor prepare a concise but informative Summary 
Memorandum on Results of Reliability Assessment. 
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EXHIBIT 7 EXHIBIT 7 

USER SATISFACTION QUESTIONNAIRE-- 

. COMPUTER-PROCESSED PRODUCTS 

This questionnaire is designed to obtain the user's 

evaluation of computer-processed products. It includes 

questions on product format, sufficiency and accuracy of 

reported information, necessity for  the product, and 

possibilities for product improvement. 

processed data is ultimately generated for its users, 

responses to this questionnaire can be considered strong 

indicators of whether computer-processed products are 

reliable. 

Since computer- 

Product Identification: 

1. Title 

2. Data processing identification 

3. Portion of product to be evaluated 

4. Frequency of product 

User Identification: 

1. Name Date 

2. Title 

3. Organization 
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EXHIBIT 7 EXHIBIT 7 

4. Phone No./Address 

5. Extent of your knowledge about product 

User Evaluation of Product 

1. For what purpose do you use the product? 

- Initiate transactions - Other--Explain - Authorize changes to the system - Operate computer terminal 
Maintain data controls - Design/Program applications 

product is : 

- 
2. In relation to the work of your office or division, the 

Not import ant 
at all 

Very 
important 

/ / / 1 -  / 
10 8 9 

/ 
7 

/ / 
1 2 3 4 5 6 

/ 

3. The product's contents are: 

Very difficult 
to understand 

Very easy 
to understand 

/ / / / / / / / 
10 9 1 2 3 4 5 6 7 8 

/ 

Explain answers for questions 2 and 3 

4.. Can the product be used as is without correction, further 
identification, or analysis? 

I 



EXHIBIT 7 EXHIBIT 7 

5 .  I n  your judgment ,  is t h e  data:  

--Accurate and r e l i a b l e ?  
--Available when n.eeded? 
--Current ( v .  ou tda ted)?  
--Useful? 
--Understandable? 

Yes 
Y e  s 
Yes 

-- 
- 

No 
No 
No 

I_ - 
NO 
No 

- - 
For each "NO" answer, p lease  explain below and provide 
examples. . 

6. I n  your opinion, should t h e  product 

No Yes 
Yes - N o  

No Yes 

7- 
--provide more da ta?  - 
--provide l e s s  da ta?  - 
--be combined w i t h  other  products? - - 
(a) Is any p a r t  of the  product 

obsolete? No - Yes - 
( b )  Can it be  improved t o  make your 

No - Yes job  e a s i e r ?  _I_ 

For each "Yes" answer, please explain below. 
- 
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EXHIBIT 7 E X H I B I T  7 

7. I f  you maintain manual records t o  supplement computer- 
processed information, b r i e f l y  explain.  

-- -_I--- 

8 .  Does the product dup l i ca t e  any other  information you 
receive? 

9. Can you r ead i ly  ob ta in ,  from other  sources ,  t h e  informa- 
t i o n .  contained i n  the product? 

Yes - - ----I- 

Source (s ) 

_I_- - No --- 
1 0 .  Do you supply t h e  raw d a t a  ( i n p u t )  for  t h i s  product? 

Yes - No - 
11. Do you check t h i s  product fo r  u u a l i t y  when you receive i t  

from d a t a  processing? 

Yes - No - 
I f  " N O , "  p lease i d e n t i f y  t h e  person who performs t h i s  
funct ion.  
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EXHIBIT 7 E X H I B I T  7 

12. Is t h , e  p r o d u c t  e v e r  r e r u n  by  d a t a  p r o c e s s i n g ?  

. No - Yes -- 
---- --I- 

If "Yes," ( a )  How f r e q u e n t l y ?  

I-- --- --- - 
- ------ ( b )  Why were r e r u n s  n e c e s s a r y ?  

( c )  How d o  you make  su re  t h a t  r e r u n  m a t e r i a l  is c o r r e c t ?  

13. If  you have/had problems w i t h  t h i s  p r o d u c t ,  w i t h  whom 
would/did you d i s c u s s  them? - 

--- -- - 
Is t h i s  p e r s o n  a u t h o r i z e d  t o  make c h a n g e s  t o  t h e  p r o d u c t ?  

Unknown - No - Yes - 
14. Do you m a i n t a i n  c o r r e s p o n d e n c e  w i t h  d a t a  p r o c e s s i n g  or 

o t h e r  d e p a r t m e n t s  c o n c e r n i n g  t h e  p r o d u c t ?  

- Y e  s - No ( I f  y e s ,  o b t a i n  c o p i e s )  

15. Could you e f f e c t i v e l y  perform your  d u t i e s  

No -- Y e s  ( a )  w i t h o u t  t h i s  p r o d u c t ?  -- 
No - Y e s  -- (b) if t h i s  p r o d u c t  were produced 

less o f t e n ?  

16 .  Did you or  your  d e p a r t m e n t  p a r t i c i p a t e  i n  d e s i g n i n g  t h e  
p r o d u c t ?  

Unknown - No - Yes - 
17. Does t h i s  p r o d u c t  s a v e  you a n y  c l e r i c a l  e f f o r t ?  

-- - - Yes E x p l a i n .  

No 
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E X H I B I T  7 EXHIBIT 7 

18 .  Can t h i s  product be improved t o  make your job e a s i e r ?  

Yes . E x p l a i n  - 
No - 

1 9 .  How o f t e n  do you r e f e r  t o  t h i s  product? 

- D a i l y  - Weekly - Monthly 
Annual 1 v - - 
Never 
Other (Explain 1 

- - 
2 0 .  How long i s  t h e  product kept  a f t e r  r e c e i p t ?  

1 day F i l e d  a t  ( l o c a t i o n )  
1 w e e k  
1 year 
Other (Expla in  

- - 
1 

- - 
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SECTION V 
-I-- 

ADP DEPARTMENT CONTROLS OVER - DATA PROCESSING -- 
IN TRODU C TIOJ 

An ADP department may process numerous computer appli- 

cations (e.g., inventory, payroll) on the same computer 

system. 

control weaknesses could affect Bore than one application. 

Consequently, contrpls must be established to prevent data 

from being added to, lost, or improperly manipulated during 

processing. 

Therefore, ADP department organizational problems or 

This section will help the auditor determine 

--whether duties in the ADP Department are 

adequately separated, 

--how operating procedures and controls in the 

computer center are implemented, and 

--how access to the computer center, programs, and 

files is restricted to authorized personnel. 

AUDIT APPROACH 

1. Complete exhibits 8 through 12. 

If the agency has more than one computer system 

that processes financial information, prepare a set 

of questionnaires for each system. 

2. Complete exhibit 13, ADP Department Controls Profile. 
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EXHIBIT 8 EXHIBIT 8 

ORGANIZATIONAL CONTROLS QUESTIONNAIRE 
-I_--- ---- 

Adequate separation of duties provides an effective 

check to insure the accuracy and propriety of system and 

program changes and the consistency of information flowing 

through the computerized system. The following questions 

should establish the degree of job  segregation within an 

automatic data processing facility. 

No - Yes -- 
1. Is the ADP function independent from 

--- -- other agency operations? 

2.  Is each of the following functions 
per formed by a different individual? - -- 
a. 

b. 

d. 
e. 
f. 

C .  

9. 
h. 

i .  

Maintaining the operating system/data 
management system, etc. 
Systems design 
Programing 
Acceptance testing 
Authorizing program changes 
Handling source documents 
(keypunching, etc. ) 
Hardware operations 
File maintenance (librarian f o r  
data and files) 
Input data 

--- 
-I_ 

P 

NOTES -- 
a. Explain any "NO" answers on a separate workpaper. Note 

.alternate control procedures. 

b. After gathering all information required by this 
questionnaire, complete the Organizational Controls 
portion of the ADP Department Controls Profile, exhibit 
13. 
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EXHIBIT 9 EXHIBIT 9 

COMPUTER OPERATION - CONTROLS QUESTIONNAIRE 

The foilowing quest ions should help t h e  audi tor  

determine whether t h e  computer f a c i l i t y . o p e r a t e s  i n  accord- 

ance w i t h  prescribed processing procedures. An ana lys i s  of 

t h e  responses should he lp  t h e  aud i to r  de t e rmine  whether 

operat ing personnel could a l t e r  computer d a t a  without user 

knowledge. 

No - Y e s  - 
1. Have documented procedures been 

es tab l i shed  covering the  operat ions 
of t h e  da t a  center?  ( I f  so, obtain 
a COPY. 1 - - 

2. Are d a i l y  equipment operat ing logs  
- - maintained? 

3. Is computer downtime shown and 
explained? 

4. Is t h e r e  an abnormal terminat ion of  
job log or repor t  for  each s u c h  run? I_ - 

5 .  Does an operator maintain a d a i l y  
input/output log for  each job  
processed? - - 

6. Are these logs  reviewed d a i l y  by t h e  

7 .  Does t h e  ADP operations manager 

ADP operat ions manager? - - 

t h e  review has been performed? - -- 
i n i t i a l  each log t o  ind ica t e  t h a t  

8. Are a l l  operator  dec i s ions  recorded 
- - i n  a d a i l y  log? 
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EXBIBIT 9 

9.  

10. 

11. 

1 2 .  

13.  

14. 

15.  

16. 

17. 

Is t h e  c o n s o l e  t y p e w r i t e r  used t o  
list: . 

a .  Date? 
b. Job name and/or number? 
c .  Program name and/or number? 
d.  S t a r t / s t o p  times? 
e. F i l e s  used? 
f. Record c o u n t s ?  
g. Halts (programed and 

unscheduled ) ? 

I f  t h e  s y s t e m  d o e s  n o t  have a c o n s o l e  
t y p e w r i t e r ,  does  some o t h e r  method 
a f f o r d  adequa te  c o n t r o l  and r e c o r d  
t h e  a c t i v i t i e s  performed by b o t h  t h e  
computer and o p e r a t o r ?  

Is a l l  computer t i m e  accounted f o r  
from t h e  t i m e  i t  is t u r n e d  on each  
day u n t i l  i t  is s h u t  down? 

A r e  d i s p o s i t i o n  n o t e s  e n t e r e d  on t h e  
c o n s o l e  l o g  showing c o r r e c t i v e  
a c t i o n s  t a k e n  when unscheduled 
program h a l t s  occu r?  

A r e  j o b  r e r u n s  recorded  on t h e  
c o n s o l e  l o g ?  

Is t h e  r e a s o n  f o r  each r e r u n  
recorded?  

Are c o n s o l e  l o g  pages  s e q u e n t i a l l y  
numbered? 

Is t h e  c o n s o l e  l o g  reviewed and 
s i g n e d  a t  t h e  end of each  s h i f t  by 
t h e  s u p e r v i s o r  and f i l e d  as  a 
permanent r e c o r d ?  

A r e  c o n s o l e  p r i n t o u t s  i ndependen t ly  
examined t o  detect  o p e r a t o r  problems 
and unau thor i zed  i n t e r v e n t i o n ?  

EXHIBIT 9 

No -- Y e s  - 

_I 
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EXHIBIT 9 EXHIBIT 9 

18. 

19 . 
20. 

21 . 
22 . 

NOTES 

Are provisions adequate to prevent 
unauthorized entry of program 
changes and/or data through the 
console and other devices? 

Does some form of printout indicate 
every operating run performed? 

Is there a procedure to prevent 
superseded programs from being 
used by mistake? 

Does the data center use a formal 
mechanism for  scheduling jobs? 

Has a formal method been established 
for prioritizing the work schedules 
for operations? 

a. Explain any "NO" answers on a separate workpaper. Note 
alternate control procedures. 

b. After gathering all information required by this 
questionnaire, complete t h e  Computer Operation Controls 
portion of the ADP Department Controls Profile, exhibit 
13. 
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EXHIBIT 10 EXHIBIT 10 

ACCESS CONTROLS QUESTIONNAIRE 

This questionnaire deals with access to the computer 

.area, remote computer terminals, systems documentation, 

computer programs, and computer output. The auditor should 

pay particular attention to the adequacy of documented 

security measures surrounding 'the entire system. 

Computer Area 

Is access to the computer area 
limited to necessary personnel? 

Are all employees required to sign an 
agreement regarding their role and 
responsibility in the department and 
the ownership and use of processing 
equipment and information within the 
data center? 

Do combination locks, security badges, 
or other means restrict access to the 
computer room? 

Are combinations on locks or similar 
devices periodically changed? 

Are account codes, authorization codes, 
passwords, etc., controlled to prevent 
unauthorized usage? 

Remote Computer Terminals 

6. Are terminals adequately secured to 
prevent unauthorized usage? 

7. Are access passwords to remote terminals 
controlled to prevent unauthorized usage? 



EXH’IBIT io 

8. Are operators denied access to prosram 
and system documentation? 

9. Are program l’istings inaccessible to 
comguter operators? 

10. Do documented procedures exist for 
controlling systems documentation? 

E X H I S I T  10 

ComDuter Prosraps 
--a_-- - --------- 
11. Are orosrams protected from unauthorized 

---- access? 

12. Are privileqed instructions in oseratinq 
and other software systems str ictlv 
controlled? --- 

13. Does the asency use automsted methods 
(e.9.1 a program management system) to 
restrict access to apDlications Droqrams? --- 

14. Is access to blank stock of critical forms 
(i.e., negotiable instruments, identifica- 
tion cards, etc.) restricted to authorized 
ind iv idual s? --- 

15. Have controls been established over the 
issuance of critical forms for jobs  beinq 
scheduled for processins? -_- -- 

16. Are copies of critical output that needs 
to be destroyed maintained in a secure 
location until the destruction process 
can be accomplished? 

NOTES --- -- 

a. Explain any “NO” answers on s separate workoaper. Note 
alternate control procedures. 

b. After gathering all information reauired by this 
questionnaire, complete the Access Controls portion of the 
ADP DeDartment Controls, Profile, exhibit 13. 



EXHIBIT 11 E X H I a I T  11 

F I L E  CONTROLS O U E S T I O N N A I R E  

This questionnaire deals with maintenance, storage, 

and access to computer-processed tapes, disk packs,. and 

other data storage media. The auditor should pay 

particular attention to the adequacy of documented security 

measures for releasing, returning, and maintaining data 

files. 

1. 

2.  

3 .  

4 .  

5 .  

6. 

7. 

8. 

Is the responsibility for issuing and 
storing magnetic tapes and/or disk packs 
assigned to a tape librarian? - 
Is this duty the librarian's chief 
responsibility? 

Are library procedures documented? 
( I f  so, obtain a copy.) 

Is access to the library limited to the 
responsible librarian(s)? - 
Does the agency use automated methods 
(e.g., a file management system) to 
restrict access to computerized files? 

Are all data files logged out and in to 
prevent release to unauthorized 
personnel? 

Are tape and disk inventory records 
maintained? 

Are tape and disk status records 
maintained? 

4 2  



EXHIBIT 11 EXHIBIT 11 

Yes - No - 
9. Have ex te rna l  l abe l ing  procedures been 

- - documented? (If so, obtain a copy.) 

tapes  and/or disks? 
10. Are ex te rna l  l a b e l s  a f f ixed  t o  a c t i v e  

- - 
- - 11. Do l a b e l s  t i e  i n  w i t h  inventory records? 

12. Are work or sc ra tch  tapes  or d i s k  packs 
kept i n  a separa te  a rea  of t h e  l i b r a r y ?  - - 

NOTES 

a. Explain any "No" answer on a separate  workpaper. Mote 
a l t e r n a t e  cont ro l  procedures. 

b. A f t e r  gather ing a l l  information required by t h i s  
ques t ionnai re ,  complete t h e  F i l e  Controls por t ion  of 
the  ADP Department Controls P r o f i l e ,  e x h i b i t  13. 
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E X H I B I T  1 2  E X H I B I T  1 2  

D I S A S T E R  RECOVERY CONTROLS QUESTIONNAIRE 

Disaster recovery controls are preventive procedures 

that help protect critical files, programs, and systems 

documentation from fire or other hazards. To the extent 

possible, the auditor should examine the agency's preventive 

procedures to determine whether data processing could be 

continued in the event of a computer facility disaster. 

1. Has the computer system operated, without 
major malfunction, within the last year? - 

2. Is the data center backed up by an 
uninterruptible power source system? 

3 .  Have procedures been established to 
describe what action should be taken 
in case of fire and other hazards 
involving the data center, data 
files, and computer programs? 

4. Are these procedures implemented as 
defined? 

5. Are there provisions for retaining 
and/or copying master files and a 
pract,ical ineans of reconstructing a 
damaged or destroyed file? 

6 .  Are sufficient generations of files 
maintained to' facilitate reconstruction 
of records (grandfather-father-son 
1: out ine ) ? 
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EXHIBIT 12 

7. 

8.  

9. 

10. 

11. 

12. 

EXHISIT 12 

NO - Yes - 
Is a t  l e a s t  one f i l e  generat ion 
maintained a t  a l oca t ion  other  than t h e  
tape s torage  area? - - 
Are copies of c r i t i c a l  f i l e s  s tored-  a t  a 
remote loca t ion  and r e s t r i c t e d  from 
unauthorized access? 

A r e  copies  of  operating programs s tored  
outs ide  t h e  computer room? 

Are dup l i ca t e  programs maintained a t  a 
remote loca t ion  and r e s t r i c t e d  from 
unauthorized access? 

I_ -- 

- - 

Have documented backup procedures been 
es tab l i shed  w i t h  another compatible da t a  
center  fo r  runn ing  t h e  agency's programs 
i n  t h e  event of a na tu ra l  d i s a s t e r  or 
other  emergency s i t u a t i o n ?  

Are backup procedures pe r iod ica l ly  t e s t e d  
a t  the backup da ta  center?  

-- -_I 

-- -- 

NOTES 

a. Explain any "NO" answers on a separa te  workpaper. Note 
a l t e r n a t e  cont ro l  procedures. 

b. After gather ing a l l  information required by t h i s  
ques t ionnai re ,  complete t h e  Disaster  Recovery Controls 
por t ion  of t h e  ADP Department Controls P r o f i l e ,  e x h i b i t  13. 
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EXHIBIT 13 E X H I B I T  13 

ADP DEPARTMENT CONTROLS PROFILE 

Agency: Preparer : Date: 

Job Code: Rev ie we r : Date : 

You must use judgment in completing this profile. 
Based on the questionnaire responses relating to the fol- 
lowing control characteristics, how much risk (low, medium, 
high)  do you believe is involved in relying on the agency's 
computer-processed data? Refer to appendix I for more 
information on assessing risk. 

Level 

CONTROL con tr ol control control control tial 
CRARACTERISTIC in place? effective? in place? effective? risk 

ORGANIZATIONAL 

Is some Is the Of 
Is the Is the alternate alternate poten- 

CONTROLS 

COMPUTER OPERA- 
TION CONTROLS 

ACCESS CONTROLS 

FILE CONTROLS 

DISASTER RECOV- 
ERY CONTROLS 
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EXHIBIT 13 EXHIBIT 13 

Briefly describe your justification for assigning the 
various risk levels for each control characteristic noted on 
the previous page. This information should be used in 
preparing the Summary Hemorandurn on Results of Reliability 
Assessment . 

Brief Recommend at ion 
Control description of for further systems 

characteristic risk justification - audit work 
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SECTION VI 
---_I- 

- 

CONTROLS OVER COMPUTER APPLICATIONS - 
USED TO PROCESS FINANCIAL INFORMATION 

---__I_------ 

-P------l-_l 

INTRODUCTION ------ 
Application con t ro l s  involve con t ro l s  over (1) appl i -  

c a t i o n  d e s i g n ,  t e s t i n g ,  and modification, ( 2 )  o r i g i n  and 

approval of source d a t a ,  e d i t s ,  and va l ida t ion  of d a t a  

entered f o r  computer processing, ( 3 )  processing of  d a t a  

through the  app l i ca t ion ' s  computer programs, and ( 4 )  compu- 

t e r  output .  These c o n t r o l s  he lp  assure  accura te  computer 

processing and reduce the  r i sk  i n  u s i n g  computer ou tput .  

This sec t ion  w i l l  he lp  t h e  audi tor  determine 

--how each appl ica t ion  system was designed and 

modified, and whether t h e  o r i g i n a l  d e s i g n  and 

modif icat ions were t e s t e d ,  

--how da ta  i s  con t ro l l ed  f o r  e n t r y  i n t o  t h e  sys tem,  

--how da ta  i s  cont ro l led  d u r i n g  computer processing 

t o  make su re  d a t a  is n o t  added t o ,  l o s t ,  o r  

improperly manipulated, and 

--how d i s t r i b u t i o n  of da t a  output  i s  con t ro l l ed .  

AUDIT APPROACH --- 
A bas i c  understanding of computer system design and 

con t ro l  c h a r a c t e r i s t i c s  can be obtained by reviewing f l o w  

c h a r t s  which t r a c e  da ta  from preparat ion of source documents 

t o  d i s t r i b u t i o n  of  output r epor t s .  

I 
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1. Obtain the agency's flow chart for each computerized 

financial application that is to be analyzed. 

(Computerized financial applications were listed 

in exhibit 1, section I of this guide.) If no 

flow charts are available, interview aqency 

officials most familiar with the system operation 

(usually the systems analyst in charge of the 

application) and diagram the sequence of data flow. 

Flow-chartinq techniques and formats are 

illustrated in the National Bureau of Standard's 

(NBS) "Flowchart Svmbols and Their Usaae in Informa- 

tion Processing," FIPS PUB 24. 

2. Test the accuracy of the flow of data by 

"walking" transactions through the system and 

confirming with agency personnel that they qerform 

the tasks  described 

3. Complete the guestionnaires in exhibits 14 throuah 20. 

4. Complete exhibit 21, Computer Application Controls 

Profile. 
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EXHIBIT 14 EXHIBIT 14 

APPLICATION SYSTEM INVENTORY QUESTIONNAIRE 

This questionnaire should be completed for each 

computerized application; although the data gathered is not 

directly related to-data reliability, it will provide the 

auditor with useful systems information. This document 

should be kept in the permanent file and updated during 

subsequent audits. 

Major Application(s) System 

1. 

2. 

3 .  

4 .  

5 .  

6 .  

7. 

8.  

9. 

10 . 
11. 

12 . 
13 . 
14. 

15. 

System name and agency's ID number 

Date of initial implementation 

Is the system a vendor designed system or 
an agency designed system? 

What is system type (administrative, 
engineering, process control, 
scikntificr other (specify))? 

Type of processing: Batch or online? 

Number of programs? 

Size of largest program (bytes o€ storage)? 

Programing language used? 

Was system tested with test datar 
live data, or not at all? 

Are system test results available? 

Number of system modifications in last 
2 years? 

Date last modification tested? 

Date of last audit or evaluation 
(obtain report)? 

Processing frequency? 

Total monthly processing hours? 
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EXHIBIT 15 EXHIBIT 15 

APPLICATION SYSTEM DOCUMENTATION AND 
PROGRAM' MODIFICATION CONTROLS OUESTIONNAIRE 

Comprehensive and current documentation is necessary to 

describe how a compute-r application operates. In assessing 

the adequacy of a system's documentation, the auditor should 

determine not only that the documentation reflects the 

application's current status, but also that the documentation 

is complete and in accordance with established standards. 

Although comprehensive documentation is normally prepared 

when an application is initially implemented, subsequent 

changes may be inadequately documented and should be given 

special attention by the auditor. 

Svstem Documentation 

No - Yes - 

1. Does a procedures manual cQver the 
preparation of source documents? 
(If so, obtain a copy.) 

2. Does this manual: 

a. Include control procedures? 
b. Define data preparation 

responsibility? 

3. Is there a user's data entry/ 
conversion manual? (If so, obtain 
a COPY. 1 

4. Does this manual: 

a. Include instructions for 
entering data? 

b. Identify a l l  records/fields 
which are subject to 
verification? 

51 



EXHIBIT 15 

5 .  

6 .  

7. 

8. 

9. 

LO.  

Is there an overall narrative 
description of the application system? 

Is there an overall flow chart of 
the application system? 

Is each application program docu- 
mented separately? 

Does program documentation include: 

a. 

b. 

C. 

d. 

e. 

€ 0  

g- 
h. 
i. 

k .  
1. 

m. 
n. 

P- 

9 -  

1. 

0 .  

Request for program development/ 
changes? 
General narrative description of 
the program? 
Systems specifications - both 
original and modifications? 
Detailed narrative description 
of the program? 
Detailed logic diagram or 
decision table? 
Input record formats? 
Input record descriptions? 
Output record formats? 
Output record descriptions? 
Master file formats? 
Master file descriptions? 
Lists of constants, codes, and 
tables used? 
Source program listing? 
Object program listing? 
Operating instructions? 
Description of test plan and data 
used to test program? 
Detailed history of program 
failures? 

Do computer operations run 
manuals exist? 

Are these run manuals provided to 
computer operators? 

EXHIBIT 

Yes - 
- 
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EXHIBIT 15 

11. 

12 . 

13. 

14. 

15. 

16 . 

EXHIBIT 15 

No - Yes - 
Do operators' run manuals: 

a. 

b. Describe setup procedures? 
c. Characterize all halt conditions 

and actions to be taken? 
d. Delineate expected output data 

and format? 
e. Delineate output and file 

disposition at completion of 
run? 

f. Include copies of normal console 
sheets? 

Do operators' run manuals exclude: 

Define input data, data source, 
and data 'format? - - - - 

- - 
- - 

- - 
. - - 

a. Program logic charts or block 

b. Copies of program listings? 
diagrams? 

Is all documentation reviewed to 
insure its completeness and 
adherence to established standards? - - 
Are copies of all documentation 
stored o f f  the premises? 

If "yes", is the stored documentation 

- - 
periodically compared and updated 
w i t h  that being used? - - 
Is there written evidence of who 
performed the systems and programing 
work? - - 

Program Modification 

17. Are all program changes and their 
effective dates recorded in a 
manner which preserves an accurate 
.chronological record of the system? - - 

user department management? . - - 
18. Are programs revised only after 

written requests are approved by 
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EXHIBIT 15 EXHIBIT 15 

No - Yes - 
19. Do these written requests describe 

the proposed changes and reasons 
for them? 

20. Are changes in the master file or in 
program ins.tructions authorized in 
writing by initiating departments? 

in master files or program instructions 
furnished with notices or listings 
showing changes actually made? 

- - 
21. Are departments that initiate changes 

- - 
22. Are changes reviewed to see that they 

were made properly? - 
23. Do major users approve initial 

system design specifications? 

24. Is approval for each new application 
program supported by a costibenefit 
analysis? - 

25. Have program testing procedures been 

26. Does the test plan include cases to 
- established? 

test: 

a. Mainline and.end-of-job logic? 
b. Each routine? 
C. Each exception? 
d. Abnormal end of job conditions? 
e. Combinations of parameter cards 

- 
__I 

and switch settings? 
f. Unusual mixtures and seuuences 

of data (i.e. , multiple-trans- 
actions following deleted masters)? -- 

NOTES 

a. Explain any "NO" answers on a separate workpaper. Note 
alternate control procedures. 

b. After gathering all information required by this 
questionnaire, complete the Application System 
Documentation and Program Modification Controls portion 
of the Computer Application Controls Profile, exhibit 21. I 
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EXHIBIT 16 EXHIBIT 16 

DATA INPUT CONTROLS QUESTIONNAIRE 
----------__I ---- ~ 

Input c o n t r o l s  a r e  es tab l i shed ,  t o  v e r i f y  t h a t  d a t a  

is accura te ly  t r ans fe r r ed  from an ex te rna l  document i n t o  

a machine-readable format. The audi tor  should t r y  t o  make 

sure  t h a t  source da t a  reaches the processing programs 

without l o s s ,  unauthorized add i t ions ,  or e r r o r .  

1. Have procedures been documented t o  show 
how a l l  source da t a  is entered and 
processed? 

2. IS the re  an input/output cont ro l  Group? 

3. Do the i n i t i a t i n g  departments indepen- 
dent ly  cont ro l  da ta  submitted for  
processing u s i n g :  

a .  Turnaround t r ansmi t t a l  documents? 
b. Record counts? 
c. Predetermined cont ro l  t o t a l s ?  
d. Other? (desc r ibe )  .- 

4. Are d u t i e s  separated i n  i n i t i a t i n g  depart-  
ment t o  make sure  t h a t  one individual does 
not perform more than one phase of input 
d a t a  preparat ion (e .g . ,  e s t ab l i sh ing  new 
master records p lus  changing or updating 
master records)  ? 

5 .  Are source documents re ta ined i n  a manner 
which enables t rac ing  of a l l  documents 
t o  r e l a t ed  output records? 

6. Is information t ranscr ibed from t h e  source 
document t o  some other document before 
being s e n t  t o  the ADP department? 

Yes -- 

.-_- 

No -- 

-- 
-- \ 
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EXHIBIT 16 EXHIBIT 16  

NO . -- Y e s  
I- 

7. 

8. 

9 .  

10. 

11. 

Does t h e  t r a n s c r i b i n g  d e p a r t m e n t ,  i f  
s e p a r a t e  from o t h e r  o f f  ices, i n d e p e n d e n t l y  
c o n t r o l  d a t a  submitted for p r o c e s s i n g  
u s i n g  : 

a. Turnaround t r  ansm it t a l  documents? -- .--- 

c .  Prede te rmined  c o n t r o l  t o t a l s ?  --- ---- 
--- -- b. Record c o u n t s ?  

d. O the r?  (descr ibe)  
-----I__-- --- -- 

Are c o n t r o l  t o t a l s  deve loped  i n  t h e  
t r a n s c r i b i n g  d e p a r t m e n t  ba l anced  w i t h  t h o s e  
of i n i t i a t i n g  d e p a r t m e n t s  and a r e  a l l  
d i s c r e p a n c i e s  r e c o n c i l e d ?  

Are c o d i n g ,  keypunching ,  and v e r i f y i n g  
t h e  same document per formed by d i f f e r e n t  
i nd  i v  i d  u a1  s? 

Does t h e  t r a n s c r i b i n g  d e p a r t m e n t  have  
a s c h e d u l e ,  by a p p l i c a t i o n ,  t h a t  shows 
when d a t a  r e q u i r i n g  t r a n s c r i p t i o n  w i l l  
be r e c e i v e d  and comple ted?  

Is r e s p o n s i b i l i t y  s e p a r a t e  t o  make 
s u r e  t h a t  one i n d i v i d u a l  does n o t  per- 
form more t h a n  one  of t h e  f o l l o w i n g  
p h a s e s  of a t r a n s a c t i o n :  

a .  I n i t i a t i n g  d a t a ?  
b. T r a n s c r i b i n g  d a t a ?  
c .  I n p u t i n g  da ta?  
d. P r o c e s s i n g  d a t a ?  
e. C o r r e c t i n g  e r r o r s  and r e s u b m i t t i n g  

f .  D i s t r i b u t i n g  o u t p u t ?  
da ta?  

NOTES ---- 
a. E x p l a i n  any "No" answers  on a s e p a r a t e  workpaper. Note 

a l t e r n a t e  c o n t r o l  procedures. 

b. A f t e r  g a t h e r i n g  a l l  i n f o r m a t i o n  r e u u i r e d  by t h i s  
q u e s t i o n n a i r e ,  comple te  t h e  Data I n p u t  Controls portion of 
the Computer A p p l i c a t i o n  C o n t r o l s  P r o f i l e ,  e x h i b i t  21. L 
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EXHIBIT 17 EXHIBIT 17 

DATA ERROR CONTROLS QUESTIONNAIRE ------------------ 
Data e r r o r  c o n t r o l s  involve t h e  de t ec t ion ,  co r rec t ion ,  

and resubmission of erroneous data .  

over re jec ted  da ta  a re  necessary for es t ab l i sh ing  a r e l i a b l e  

da t a  base and r e l i a b l e  computer-processed products. The  

Adequate con t ro l s  

audi tor  should ca re fu l ly  review t h e  handling of da t a  

e r r o r s  and re jec ted  data  to  insure t h a t  corrected da ta  i s  

promptly reentered in to  t h e  system without l o s s  or unneces- 

sa ry  manipulation. 

No -- Yes -- 
1. Are con t ro l s  i n  place covering the  

process  of i d e n t i f y i n q ,  co r rec t ing ,  
and reprocessing da ta  r e j ec t ed  by the  
computer pr og r ams? 

2. Are record counts and predetermined 
cont ro l  t o t a l s  used t o  cont ro l  these 
r e j ec t ed t r an sac t ion s? 

3. Are a l l  cor rec t ions  and resubmissions 
performed i n  a t imely manner? 

4. Are e r ro r  co r rec t ions  reviewed and 
approved by persons outs ide  the  da ta  
processing department? 

5 .  Do i n i t i a t i n g  departments r e v i e w  e r r o r  
l i s t i n g s  a f f ec t ing  t h e i r  data? -- - -- 

6. Are erroneous and unprocessable t rans-  
ac t ions  ( i . e .#  no master record corre- 
sponding t o  t r ansac t ion  record or v i c e  
versa)  re jec ted  and wr i t t en  t o  an 
automated suspense f i l e ?  

* 
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EXHIBIT 17 E X H I B I T  17 

7. Does t h e  automated suspense f i l e  include: 

a. A code ind ica t ing  e r r o r  type? 
b. Date, t ime,-and some s o r t  o f  

i n i t i a t o r  ID? 

8. Are e r r o r  cor rec t ion  t r ansac t ions  
- -- matched aga ins t  suspense f i l e  e n t r i e s ?  

9. Are per iodic  p r i n t o u t s  of ' suspense  
f i l e  e n t r i e s  produced? 

I_ -- 

NOTES -- 
a. Explain any "NO" answers on a separa te  workpaper. Note 

a l t e r n a t e  cont ro l  procedures. 

b. After gather ing all information required by t h i s  
ques t ionnai re ,  complete t h e  Data Error ,Controls por t ion  of 
t h e  Computer Application Controls P r o f i l e ,  e x h i b i t  21. 
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EXHIBIT 18 EXHIBIT  1 8  

- BATCH PROCESSING CONTROLS QUESTIONNAIRE - 
Computer programs should develop con t ro l  t o t a l s  a f t e r  

processing data .  These ' c o n t r o l  t o t a l s -  should be compared 

w i t h  t o t a l s  previously developed i n  t h e  da t a  i n i t i a t i n g  o r  

t r ansc r ib ing  departments. Control t o t a l s  should a l s o  be 

compared t o  help make sure  t h a t  da t a  i s  properly processed 

through t h e  e n t i r e  sys-tem, i.e. I run-to-run t o t a l s  and 

t r a i l e r  l a b e l  checking. 

Ye s - No - 
1. Does t h e  da t a  processing department 

i nd epe nd e n t 1 y c on t r o 1 d a t  a s ubm it t e d 
and processed u s i n g :  

a. Turnaround t r ansmi t t a l  documents? 
b. Record counts? 
c. Predetermined cont ro l  t o t a l s ?  
d. Other? (describe) 

2. Are cont ro l  t o t a l s  balanced w i t h  
those of t h e  i n i t i a t i n g  department and 
a r e  a l l  discrepancies  reconci led? 

3. Are run-to-run cont ro l  t o t a l s  used t o  
check  f o r  completeness of processing? 

4 .  D o  t h e  computer operating i n s t r u c t i o n s  
fo r  each program i d e n t i f y  which da ta  

. f i l e s  are t o  be used a s  input?  

5. Do t h e  operat ing i n s t r u c t i o n s  fo r  each 
program c l e a r l y  i d e n t i f y  output f i l e s  
and s torage  requirements? - - 
c h e c k i n g  f i l e  l a b e l s  before  processing? - - 

6. Do a l l  programs i n c l u d e  rou t ines  f o r  
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EXHIBIT 1 8  EXHIBIT 1 8  

7 .  Are there  c o n t r o l s  i n  p l a c e  t o  p r e v e n t  
o p e r a t o r s  from c i rcumvent ing  f i l e  l abe l  
r o u t i n e s ?  

8.  Are i n t e r n a l  t r a i l e r  labels c o n t a i n i n g  
c o n t r o l  t o t a l s  (e .g . ,  r e c o r d  c o u n t s ,  
d o l l a r  t o t a l s ,  hash  t o t a l s ,  e tc .  ) 
g e n e r a t e d  for a l l  magnet ic  t a p e s  and 
tested by t h e  computer program t o  
determine t h a t  a l l  r e c o r d s  have been 
pr o c e s s e  d? 

9. D o  computer programs i n c l u d e  t h e  
fo l lowing  t y p e s  o f  tests for v a l i d i t y :  

a. 
b. 

d .  
e. 
f .  
9. 
h .  
i. 
j. 
k .  

C. 

Code? 
Charac t e r?  
F i e l d ?  
Transac t ion?  
Combinations of f i e l d s ?  
Missing d a t a ?  
Check d i g i t ?  
Sequence? 
L i m i t  or r e a s o n a b l e n e s s  t e s t ?  
Sign? 
C r o s s f o o t i n g  of q u a n t i t a t i v e  d a t a ?  

NOTES 

a.  Expla in  any "NO" answers  on a s e p a r a t e  workpaper. Note 
a l t e r n a t e  c o n t r o l  p rocedures .  

b. After g a t h e r i n g  a l l  i n f o r m a t i o n  required by this 
q u e s t i o n n a i r e ,  complete  t h e  Batch P r o c e s s i n g  C o n t r o l s  
p o r t i o n  of t h e  Computer A p p l i c a t i o n  C o n t r o l s  P r o f i l e ,  
e x h i b i t  21. 
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EXHIBIT 19  E X H I B I T  1 9  

TELECOMMUNICATIONS PROCESSING CONTROLS QUESTIONNAIRE ------ - ------I 

T h i s  q u e s t i o n n a i r e  is conce rned  w i t h  two remote d a t a  

e n t r y  c a t e g o r  ies--remote b a t c h  s y s t e m s  and o n l i n e  s y s t e m s .  

Remote b a t c h  systems permit access t o  t h e  computer sys tem 

a t  p r e a r r a n g e d  times. O n l i n e  i n u u i r y  and u p d a t i n g  s y s t e m s  

permit a l m o s t  immediate access t o  t h e  computer sys tem.  

The a u d i t o r  shou ld  d e t e r m i n e  whether  

--access t o  t h e  sys t em,  a p p l i c a t i o n  programs,  and 

f i l e s  is l i m i t e d  t o  a u t h o r i z e d  p e r s o n n e l ,  

--job s c h e d u l i n g  p r o c e d u r e s  a r e  used so t h a t  

d a t a  is p r o c e s s e d  a c c o r d i n g  to  some p r i o r i t y ,  and 

- - logs  a r e  m a i n t a i n e d  showing t h a t  t r a n s a c t i o n s  

were e n t e r e d  i n t o  t h e  sys t em.  

I f  t h e  agency  d o e s  n o t  have a remote  d a t a  e n t r y  ne twork ,  

place N/A i n  t h e  Telecommunica t ions  P r o c e s s i n g  C o n t r o l s  

S e c t i o n  of t h e  Computer A p p l i c a t i o n  C o n t r o l s  P r o f i l e ,  

e x h i b i t  21,  and i g n o r e  t h i s  q u e s t i o n n a i r e .  

I f  t h e  agency h a s  a d a t a  e n t r y  ne twork ,  o b t a i n  a l i s t i n g  

of t h e  remote l o c a t i o n s  and a copy o f  network documen ta t ion .  

T h i s  i n f o r m a t i o n  shou ld  be p l a c e d  i n  t h e  permanent f i l e  and 

updated i n  s u b s e q u e n t  r ev iews .  The a u d i t o r  shou ld  t h e n  

comple t e  t h i s  q u e s t i o n n a i r e  f o r  t h e  c e n t r a l  p r o c e s s i n g  

f a c i l i t y  and f o r  a sample o f  remote  e n t r y  f e c i l i t i e s .  

j: 
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No - Y e s  - 
1. Are t h e r e  documented p r o c e d u r e s  for  

u s i n g  t h e  t e l ecommunica t ions  ne twork?  
( I f  so, o b t a i n  a copy.)  

2.  Are a u t h o r i z a t i o n  codes required t o :  

a.  Access t h e  computer  sys t em?  
b. Access t h e  a p p l i c a t i o ' n s  programs? 
c. Per form t r a n s a c t i o n s ?  

3. Are d i f f e r e n t  a u t h o r i z a t i o n  codes required 
t o  pe r fo rm d i f f e r e n t  t r a n s a c t i o n s ?  -- 

4.  Are a u t h o r i z a t i o n  codes c o n t r o l l e d  t o  
r e s t r i c t  u n a u t h o r i z e d  usage?  -- 

5 .  Are a u t h o r i z a t i o n  codes p e r i o d i c a l l y  
changed ? 

6. Is a nonprinting/nondisplaying or 
o b l i t e r a t i o n  f a c i l i t y  used when keying  i n  
and acknowledging a u t h o r i z a t i o n  codes? I__ -- 

7. Is a terminal i d e n t i f i c a t i o n  c h e c k  
per formed by t h e  computer so t h a t  
v a r i o u s  t r a n s a c t i o n  t y p e s  c a n  be l i m i t e d  
t o  a u t h o r i z e d  d a t a  e n t r y  s t a t i o n s ?  -- -- 

8. I f  any  a n s w e r s  t o  q u e s t i o n s  2-7 a r e  
' 'yes," do t h e s e  s e c u r i t y  m e a s u r e s  work 
a s  d e s i g n e d ?  -- - 

9. Is there  a computer program used t o :  

a.  . S e n d  acknowledgements t o  t h e  t e r m i n a l ?  - - 

t e s t  messages  and r e s p o n s e s ?  -- -- 
b. P e r i o d i c a l l y  t e s t  l i n e  and t e r m i n a l  

o p e r a t i n g  s t a t u s  w i t h  s t a n d a r d i z e d  
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Y e s  --- No --- 
10. Is t h e  message header  used t o  i d e n t i f y :  

a .  Source ,  i n c l u d i n g  p r o p e r  t e r m i n a l  
and o p e r a t o r  i d e n t i f i c a t i o n  code?  

b. Message seuuence  number, i n c l u d i n g  
t o t a l  number o f  message segments?  

c.  T r a n s a c t i o n  t y p e  code? 
d. T r a n s a c t i o n  a u t h o r i z a t i o n  code? 

11. Is t h e  message header  v a l i d a t e d  f o r :  

a. Proper  s equence  number from t h e  
i d e n t i f i e d  t e r m i n a l ?  

b. Proper  t r a n s a c t i o n  code  o r  a u t h o r i -  
z a t i o n  code  f o r  t e r m i n a l  o r  o p e r a t o r ?  

c. Number of message segments  r e c e i v e d  
e q u a l  t o  c o u n t  i n d i c a t e d  i n  heade r?  

d .  Proper  acknowledgement from t e r m i n a l  
a t  end of t r a n s m i s s i o n ?  

e. Ba lanc ing  of d e b i t / c r e d i t  t o t a l s  
d e r i v e d  from adding  a l l  message 
segments  and comparing w i t h  corre- 
sponding  t o t a l s  i n  message heade r?  

12 .  Are t h e r e  e i t h e r  a c c u m u l a t o r s  i n  t h e  
t e r m i n a l  f o r  keeping i n p u t  t o t a l s  o r  
t e r m i n a l - s i t e  l o g g i n g  p r o c e d u r e s  t h a t  
r e c o r d  d e t a i l s  o f  t r a n s a c t i o n s ?  

13. Are e r r o r  messages  r e t u r n e d  t o  o r i g i -  
n a t i n g  t e rmina l ,  i n d i c a t i n g  t y p e  of 
e r r o r  detected and r e q u e s t i n g  
c o r r e c t  ion? 

1 4 .  I s  a ,b lock of c h a r a c t e r s  automatically 
r e t r a n s m i t t e d  when an e r r o r  i s  detected? 

15. Does an end-o f - t r ansmiss ion  t r a i l e r  
i n c l u d e  : 

a.  Message and segment c o u n t s ?  
b. V a l u e  t o t a l s ,  i n c l u d i n g  d e b i t  and 

c. An end ing  symbol? 
c red i t ?  
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No - Yes - 
16. 

17. 

18. 

1 9 .  

20. 

Is a t r ansac t ion  log o f  sequence-numbered 
and/or time-of -day-noted t r ansac t  ions 
maintained' i n  addi t ion  t o  a per iod ic  dump/ 
copy of t h e  master f i l e ?  - 
Is t h e  tran.saction d a t a  log  used t o  
provide : 

a .  Par t  of t h e  aud i t  t r a i l ,  i n c l u d i n g  
o r ig ina t ing  terminal  and message 
I D ,  t r ansac t ion  type code, time of 
day t h a t  t he  t r ansac t ion  i s  logged, 

b. A t r ansac t ion  record fo r  r e t r i e v a l  
and copy of t r ansac t ion  record? 

from terminal? -- 
- 

A t  t h e  end of  t h e  processing day, is t h e  
master f i l e  balanced, v i a  programed 
rou t ine ,  by subt rac t ing  cu r ren t  t o t a l s  
from start-of-day t o t a l s  and comparing 
t h e  remainder t o  t r ansac t ion  log values? - 
Are a l l  master f i l e  records p e r i o d i c a l l y  
processed t o  balance machine-der ived t o t a l s  
aga ins t  cont ro l  t r a i l e r  record t o t a l s ?  

Is t h e  master f i l e  d a t a  log used t o  
provide : 

a .  F i l e  r e s t ruc tu r ing  capab i l i t y?  
b. Restar t  po in t s  and ind ica to r s  of  

e .  Storage fo r  p a r t i a l  dump of  v i t a l  
va l id  da ta  flow? 

t a b l e s ,  including message queue 
a l l o c a t i o n ,  po l l ing  t a b l e  conten ts ,  
t ransac t ion  rout ine  t a b l e s ,  e t c . ?  - 

NOTES 

a. Explain any "NO" answers on a separa te  workpaper. 

b. After clatherins a l l  information r e w i r e d  bv t h i s  

a l t e r n a t e  cont ro l  procedures. 

-- 

Note 

quest  i6nnair e ,  -complete t h e  Tel ecoimun i c a t l o n s  Processing 
Controls port ion of t he  Computer Application Controls 
P r o f i l e ,  e x h i b i t  21. 
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EXHIBIT 20 EXHIBIT 20 

DATA OUTPUT CONTROLS QUESTIONNAIRE -- -- 
Output con t ro l s  he lp  make sure  t h a t  d a t a  processing 

resul ts  a r e  r e l i a b l e  and t h a t  no unauthorized a l t e r a t i o n s  

have been made t o  t r ansac t ions  and records w h i l e  they a r e  i n  

t h e  custody of t h e  d a t a  processing f a c i l i t y .  The audi tor  

should make sure t h a t  output cont ro l  t o t a l s  a r e  compared 

aga ins t  those o r i g i n a l l y  e s t ab l i shed  and r e p o r t s  d i s t r i -  

buted t o  appropriate  users .  

1. 

2. 

3 .  

4.  

5 .  

6.  

7. 

8 .  

No - Yes - 
Does t h e  i n i t i a t i n g  department balance 
cont ro l  t o t a l s  generated during computer 
processing w i t h  t h o s e  o r i g i n a l l y  es tab-  
l i s h e d  and reconci le  discrepancies? -- -- 
Can t r ansac t ions  be t raced forward t o  a 
f i n a l  output cont ro l?  

Can t r ansac t ions  be  t raced back t o  t h e  
o r i g i n a l  source document? 

Is the re  some means of ver i fy ing  master 
f i l e  contents:  e.g.8 a r e  samples per iodi-  
c a l l y  drawn from t h o s e  records be ing  
pr inted and reviewed f o r  accuracy? 

Is there an input/output con t ro l  group? 

Is the  input/output cont ro l  group 
assigned t o  rev iew output f o r  general  
a c c e p t a b i l i t y  and completeness? 

Is a s c h e d u l e  maintained of  t h e  r epor t s  
and documents t o  be produced by t h e  ADP 
system? 

Are there documented cont ro l  procedures 
f o r  d i s t r i b u t i n g  reports? 
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9. Is r e s p o n s i b i l i t y  separated t o  make 
sure  t h a t  one individual  does not  per- 
form more than one of t h e  following 
phases of  a t ransac t ion :  

a .  I n i t i a t i n g  da ta?  
b. Transcribing da ta?  
e. Inputing da ta?  
d. Processing da ta?  
e. Correcting e r r o r s  and resubmitt ing 

f .  Dis t r ibu t ing  output? 
da t a?  

NOTES -- 
a .  Explain any "NO" answers o n  a separa te  workpaper. Note 

a l t e r n a t e  cont ro l  procedures. 

b. After gather ing a l l  inforination required by t h i s  
ques t ionnai re ,  complete t h e  Data Output Controls port ion 
of t h e  Computer Application Controls P r o f i l e ,  e x h i b i t  21. 
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EXHIBIT 21 EXHIBIT 21 
COMPUTER A P P L I C A T I O N  CONTROLS P R O F I L E  ---_ 

Date : 

Job Code: ------------- Reviewer : ------------- Date:. 

You must use  judgment i n  comple t ing  t h i s  p r o f i l e .  
Based on t h e  q u e s t i o n n a i r e  r e s p o n s e s  r e l a t i n g  t o  t h e  
f o l l o w i n g  c o n t r o l  c h a r a c t : e r i s t i c s ,  how much r i s k  (low, 
medium, h i g h )  do you b e l i e v e  is involved i n  r e l y i n g  on t h e  
a g e n c y ' s  computer-processed d a t a ?  Refer  t o  appendix I f o r  
more i n f o r m a t i o n  on a s s e s s i n g  r i s k .  

Agency ---------I------- PreParer:_-______________ 

Level 

CONTROL c o n t r o l  c o n t  r ol c o n t r o l  con t I: ol t i a l  
-- C H A R A C T E R I S T I C  inpl_a_ce_q e f f e c t i v e ?  i n  p l a c e ?  e f f e c t i v e ?  fisk 
A P P L I C A T I O N  

SYSTEM DOCV- 
MENTAT I C N  
AND PROGRAM 
MODIFICATION 
CONTROLS 

Is some Is t h e  o f  
Is t h e  Is t h e  a l t e r n a t e  a l t e r n a t e  poten- 

DATA I N P U T  
CONTROLS 

DATA ERROR 
CONTROLS 

BATCH 
P R O C E S S I N G  
CONTROLS 

TELECOMMUN ICA-  
T I O N S  
P R O C E S S I N G  
CONTROLS 

DATA OUTPUT 
CONTROLS 
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Br ie f ly  descr ibe  your j u s t i f i c a t i o n  f o r  ass igning the 
var ious r i s k  l e v e l s  f o r  each cont ro l  c h a r a c t e r i s t i c  noted on 
t h e  previous page. T h i s  information should be used  i n  
preparing t h e  Summary Memorandum on R e s u l t s  of  R e l i a b i l i t y  
Assessment. 

Brief Recommend a t  ion fo r  
Control desc r ip t ion  of f u r t h e r  systems 

aud i t  work ---- --- c h a r a c t e r i s t i c  r i s k  j u s t i f i c a t i o n  



SECTION VI1 

SUMMARY MEMORANDUM ON 

RESULTS OF RELIABILITY ASSESSMENT 

INTRODUCTION 

The audit staff should prepare a memorandum summarizing 

the results of the reliability assessment which includes a 

re-cap of the work done, a statement about the data's 

reliability, and the reasons f o r  conclusions reached. 

A reliability assessment determines the accuracy and 

completeness of computer-processed data; it helps the 

auditor determine the "net risk" in relying on computer 

data. After completing the audit steps in previous sections 

of this guide, the audit staff should be able to make a more 

informed judgment about the data's reliability. 

WORK STEP 

Prepare a summary memorandum that includes the following 

information: 

1. Introduction 

--Briefly describe the purpose and functions of 

the agency or program which was reviewed. 

2. Backqround 

--Briefly describe the computer applications 

used to process financial data and the 

significance of the information processed. 
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(Refer to section I, Identifying 

Computerized Financial Applications.) 

--Descr.ibe how top management controls its ADP 

function. (Refer to section- 11, Top Managenent 

Involvement With Automatic -Data Processing 

Functions.) 

--Briefly describe the components of the agency's 

computer system. (Refer to section 111, Background 

Information on ADP Department.) 

--Describe the computer's impact on the agency 

or program reviewed (e.g., Is most information 

developed manually or by computer processing? 

Is the computer used chiefly as a large adding 

machine? Are computer-processed reports 

heavily relied on/referred to?). Where 

possible, provide statistics. (Refer to exhibit 

14, Application System Inventory Questionnaire 

and exhibit 7, User Satisfaction Questionnaire-- 

Computer-Processed Products. ) 

3. Work Performed 

--Describe the computer operations and applica- 

tion systems which were reviewed. 

--Explain why any computer operations or 

application systems were not reviewed. 
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--Identify and explain why any sections of-this 

guide were not used. 

4. Results 

The results of the reliability assessment should 

clearly but concisely identify control weaknesses. 

When preparing the summary of results, discuss 

sections IV through VI separately. The following 

points s h o u l d  be covered for each section: 

--A brief statement of the section's purpose. 

--The primary information source for the section 

(i.e., official's title and/or name of office, 

unit, etc.). 

--A discussion of the adequacy of controls (whether 

the2 are controls included in the guide, or 

whether they are alternate controls implemented 

by the agency). 

--A discussion of any control weaknesses. 

5. Conclusions 

State your overall conclusions concerning the 

reliability of computer processed financial information. 

6. Recommendations for Additional Audit Work 

Consult the technical assistance staff and include 

any recommendations for further system audit work. 
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APPENDIX I 
ASSESSING RISK 

Two primary c r i t e r i a  should be used t o  determine t h e  

degree of poten t ia l  r i s k  associated w i t h  computer-processed 

data: Is a control  i n  place,  and i s  it e f f e c t i v e ?  The 

following char t  shows -poss ib le  r i s k  l e v e l s  t h a t  could be 

assigned t o  computer system cont ro ls ,  

DETERMINING RISK LEVELS -- --- I______- - - --_ ---- 

CONTROL 
CHARACTERISTIC 

e.g., 
ORGAN I Z AT IONAL 
CONTROLS 

Is some 
Is t h e  Is t h e  a1 t e r  nate 
co n t r ol control  cont r ol  

i n  place? effectixwz i n  place: 

Yes Yes NO 

No - Yes 

Yes No Yes 

Y e s  NO No 

No - 
No - 

Yes 

No 

Yes No . Yes 

Level 
Is t h e  O f  

a l t e r n a t e  poten- 
control t i a l  

e f f e c t i v e ?  r i s k  

- Low 

Yes Medium 

Yes Med i um 

- H i g h  

No H i g h  

- H i g h  

No High  
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POSSIBLE EFFECT ON AUDIT WORK 
-----I- --------- 
Level of 
p o t e n t  i a1 

r i s k  

Low Unl ike ly  t h a t  more a u d i t  tests a r e  r e q u i r e d .  

- P o s s i b l e  E f f e c t -  --------- 

Medium L i k e l y  t h a t  more a u d i t  tests a r e  needed ----- u n l e s s  
another  i n fo rma t ion  source  can be used or when 
t h e  a u d i t o r  is s a t i s f i e d  t h a t  t h e  r i s k  is 
accep tab le .  Recommendations for c o r r e c t i v e  
a c t i o n ( s )  may be p o s s i b l e .  

High Need f o r  a d d i t i o n a l  a u d i t  t e s t s  is  a v i r t u a l  
c e r t a i n t y  ----- u n l e s s  another  info-rmation source  
can be used or  t h e  a u d i t o r  is s a t i s f i e d  
t h a t  t h e  r i s r i s  a c c e p t a b l e .  Recommendations 
f o r  c o r r e c t i v e  a c t i o n ( s )  may be p o s s i b l e .  The 
a u d i t o r  may w a n t  t o  c o n s u l t  w i t h  t e c h n i c a l  
s t a f f  for adv ice  or a s s i s t a n c e .  
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APPENDIX I1 

GLOSSARY ------- 
%pl ica t ion  --- - The system, funct ional  a r e a ,  or problem t o  

w h i c h  a computer is appl ied.  A computer appl ica t ion  is 
a set of computer i n s t ruc t ions  where e i t h e r  a r i thmet ic  
computations or data-hand1 ing  operat ions pr edom ina te  
for  a specif ic :purpose such a s  pay ro l l ,  accounting, 
inven.tory con t ro l ,  or management ana lys i s .  

ASP - - An extension of the operat ing system t h a t  provides 
increased automation of computer operat ions.  

Backup - (1) The provis ion of dup l i ca t e  records for use i n  
case of l o s s .  ( 2 )  Provision of dupl ica te  computing 
c a p a b i l i t y  i n  case of equipment malfunction or 
overloading. 

---- Batch Control Ticket  - A document accompanying a batch of 
t ransac t ion  documents t h a t  records such information a s  
batch number, cont ro l  t o t a l s ,  and routing. 

---- Batch Processing - A technique i n  which items to  be processed 
a r e  co l lec ted  in to  groups (batched)  t o  permit convenient 
and e f f i c i e n t  processing. Note: The  records of a l l  
t r ansac t ions  a f f ec t ing  a pa r t i cu la r  master f i l e  a re  
accumulated over a period of time, then arranged i n  
sequence, and processed against  t h e  master f i l e ;  most 
b u s i n e s s  appl ica t ions  a re  of a batch-processing type.  
Sequential  processing is t h e  same as  batch processing. 

------ Batch Total  - A sum of a set  of items which is used t o  check 
the  accuracy of operat ions on a p a r t i c u l a r  batch of 
records.  

-- C I C S  - A general  purpose da ta  communications monitor designed 
t o  cont ro l  mul t ip le  onl ine user terminals  and 
app l i ca t ions .  

-------- Data Base - - A c o l l e c t i o n  of one or more f i l e s  which may be 

-.------- Data Dictionary - A l i s t  of da ta  elements of a da t a  base: 

integrated t o  r e t r i e v e  s p e c i f i c  information. 

e .g . ,  i n  a payrol l  system t h e  employee number, pay r a t e ,  
hours worked; each of these comprises a da ta  l i s t .  

L 

- I_---p Data Element - I d e n t i f i e s  the s p e c i f i c  f i e l d  i n  the data .  
For example, an ind  ividual  * s name, s o c i a l  secur i t y  
number, or pay grade would each be considered a da ta  
element or f i e l d .  
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Data  ---- F i l e  - A c o l l e c t i o n  o f  re la ted  records treated a s  a 
u n i t ,  e .g . ,  a l l  of an a g e n c y ' s  employees '  p a y r o l l  
r e c o r d s  . 

-__.----I-- Document F low - A g e n e r a l  t y p e  f l o w  c h a r t  which p o r t r a y s  t h e  
o v e r a l l  document.  f l o w  and i n t e r r e l a t i o n s h i p  t h r o u g h o u t  
t h e  o r g a n i z a t i o n - .  The emphas i s  w i l l  be t o  show t h e  
documents  f l o w i n g  i n t o  an o r g a n i z a t i o n  and r e s u l t a n t  
o u t p u t  r e p o r t s .  N o  d e t a i l s  o f  how t h e  r e p o r t s  a r e  

. .  g e n e r a t e d  a r e  i n c l u d e d .  

------- F i l e  Main tenance  - The a c t i v i t i e s  i nvo lved  i n  keeping  a f i l e  
up t o  d a t e  by a d d i n g ,  c h a n g i n g ,  o r  d e l e . t i n g  d a t a .  

--- HASP - An e x t e n s i o n  o f  t h e  o p e r a t i n g  sys tem t h a t  p r o v i d e s  
supp lemen ta ry  job management, d a t a  management I and t a sk  
management f unc t ions  . 

Header -------I Label  - A mach ine - readab le  r e c o r d  a t  t h e  beg inn ing  of 
a d a t a  f i l e  c o n t a i n i n g  i n f o r m a t i o n  i d e n t i f y i n g  t h e  f i l e  
and d a t a  used i n  f i l e  c o n t r o l .  

------ Master  F i l e  - A f i l e  c o n t a i n i n g  r e l a t i v e l y  permanent  i n f o r -  
m a t i o n  used  as  a s o u r c e  of r e f e r e n c e  and g e n e r a l l y  
updated  p e r i o d i c a l l y .  

------_------- O n l i n e  P r o c e s s i n g  - - Data p r o c e s s i n g  i n v o l v i n g  d i r e c t  e n t r y  
of d a t a  i n t o  t h e  computer o r  d i r e c t  t r a n s m i s s i o n  of  
o u t p u t  from t h e  computer . 

O p e r a t i n g  -A_- -- System ---- - A s e t  o f  programs and r o u t i n e s  which g u i d e  
a computer i n  t h e  pe r fo rmance  of its t a sks .  

---.-.--------. Program F l o w c h a r t  - - - A g r a p h i c  r e p r e s e n t a t i o n  f o r  t h e  s o l u t i o n  
of a problem i n  which symbols  a r e  used t o  r e p r e s e n t  t h e  
l o g  ica l  f l o w  of t h e  s o l  u t  i on .  

---I-- Record  Layout - - A d iag ram showing t h e  s i z e ,  p o s i t i o n ,  and 
c o m p o s i t i o n  o f  d a t a  items which m a k e  up a r e c o r d .  

- System ---_I----- Flowchar t  - Diagram r e f l e c t i n g  t h e  f l o w  of  work, docu- 
rnents ,  and o p e r a t i o n  i n  a da ta  p r o c e s s i n g  a p p l i c a t i o n .  

Teleprocessing - ------- - The use of communication f a c i l i t i e s  t o  
t r a n s m i t  i n f o r m a t i o n  t o  and from a computer s i m u l t a -  
n e o u s l y  w i t h  a v a r i e d  number of u s e r s .  T h i s  u s u a l l y  
i n v o l v e s  p r o c e s s i n g  o f  d a t a  from remote l o c a t i o n s .  
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TOTAL --- - A s o f t w a r e  package used for implementing end 
a c c e s s i n g  a d a t a  b a s e .  

-------- T r a i l e r  Label - A machine-readable record t h a t  appears i n  t h e  
l a s t  record i n  a f i l e  and c o n t a i n s  informat ion on t h e  
f i l e  which may i n c l u d e  c o n t r o l  t o t a l s  of s p e c i f i c  
amounts, record c o u n t s ,  e tc .  
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U.S. GENERAL ACCOUNTING O F F I C E  

A U D I T  GUIDE FOR R E L I A B I L I T Y  ASSESSMENT OF CONTROLS 
I N  COMPUTERIZED SYSTEMS ( F I N A N C I A L  STATEMENT A U D I T S )  

CHECK LIST OF TRANSMITTAL SHEETS 

. *  

. *  

Upon r e c e i p t  of each t r a n s i m t t a l  s h e e t ,  t h e  r e c i p i e n t  
should  make n e c e s s a r y  changes  i n  t h e  g u i d e  and place i n i t i a l s  
on t h e  corresponding l i n e  below. '\ 

TS No. I n i t i a l s  TS No. I n i t i a l s  TS No. I n i t i a l s  

18 35 

1 9  36 

20 37 

2 1  

CIO 

4 

5 

30 

39 

23 6 4 0  

7 

8 

9 

10 

24 

25  

26 

41 

4 2  

4 3  

27  

28 

29 

4 4  

11 

12 

13 

4s 

4 6  

30 

31 

47 

4 8  14 

If 32 

33 

49 

50  

17 34 
_I- 

51 




